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Effective December 10, 2020 

The Achievement Network, Ltd. (“ANet,” “we,” “us”) takes the protection of personal information, 

particularly student data, very seriously.   This Policy outlines the policies and procedures by which we 
collect, use, and safeguard personal information, including student data, that is collected on our proprietary 
myANet platform (“myANet”).  We only use data that we collect for education-related purposes and/or 

improving our products and services.  We never share or sell any student data nor use student data for any 
type of targeted marketing or advertising.   We handle personal data in a manner consistent with applicable 

laws and regulations such as the Federal Family Educational Rights and Privacy Act (FERPA), the California 
Student Online Personal Information Protection Act (SOPIPA), the Children’s Online Privacy Protection Act 
(COPPA), the California Consumer Privacy Act, and other state student data privacy protection laws as they 
apply to us.  We never sell any collected data for any purpose. 

Personal Information and Student Data that We Collect About our Users 
We receive certain information from our school and/or district partners (“Partners”) about teachers and 
students who will use myANet.   

For users who are teachers, school or district leaders or other authorized school or district representatives, 
we obtain the following information: 

● first and last name 
● email address 
● phone number 
● gender 
● grade  
● subject taught  
● district/school/organization name 

 
For students who will be using myANet, we receive information pursuant to the school official exception 

under FERPA.  The following information is generally provided to us for each student user of myANet by our 
Partners which we use to enroll students in myANet: 

•  first and last name 
•  date of birth 
•  gender 
•  race/ethnicity 
•  school identification number 
•  school name 
•  grade level and subject  
•  teacher name 
•  English language learner status 
•  eligibility for free  or reduced price lunch 
● special ed status 

 
Some of the requested data categories listed above (such as race, ELL status, eligibility for free or reduced 
price lunch, special ed status) are not required to enroll in or use myANet and are provided at our Partners’ 

option.  However, where our Partners would like reporting capabilities based on those categories, they may 
choose to provide this information to us. 

We Do Not Collect the Following Types of Data 



We do not collect the following categories of information in order to use myANet: 

• user biometric or health data 
• individually identifiable user geolocation data 
• student email addresses 
• social media profile information 
• student mailing addresses 
● student phone numbers 
● any other type of “directory” information 

 
Data that We Collect Automatically:  Usage Data 

When students use myANet, certain assessment results and usage metrics are also created. These results 
and usage metrics are used by us as described below. While teachers and school/District administrators are 
able to access student information and related myANet usage data, this information is not made available to 

other students or the public.  Partner usage data may also be used on an aggregated basis to allow our 
partner account management and partner support teams to provide services to assist our Partners with 
their specific needs including technical support. 

How We Use Educator Data  
We only use educator data provided to us by our Partners in order to (i) register teachers and school or 
district leaders as users of myANet so that they can access (a) the educational resources provided on 

myANet, and (b) generate reports of student assessments for their students, (ii) to provide technical support 
for myANet, (ii) improve our products and services, (iv) and to collect user feedback.   We may also use 
educator data to create personalized email reminders or resource recommendations.  We also record 

when educator account logins are created, and when educators log in and out of myANet.  

When you use myANet,  we may collect certain usage  information automatically from your device such as 

when you log in and out of myANet, the pages you visited, the resources you accessed, the number of visits 

you made to the site,  and other technical information.  

How We Use Personally Identifiable Student Data 

We use student data for education-related purposes to improve teaching and learning: 

To Help us Improve our Products and Services. We only use student-identifiable data provided by 

Partners to make myANet available to that particular student, and to provide related reports and services to 
that student’s teacher, school and school district leaders and administrators.  We also provide identifiable 

student data to our trusted vendors who assist us with enrolling students in myANet and scoring the 
student assessments.   

So that We can Provide Reporting to our Partners. Through myANet, we provide reporting capabilities 
to our Partners who can generate reports from myANet including their students’ assessment results and 
educator usage.   

How We Use De-Identified Student Data 
“De-identified student data” refers to data that is generated from students’ use of myANet and which all 

personally identifiable information has been removed so that it does not identify individual students and 
there is no reasonable basis to believe that the information can be used to identify individual students. 

We use aggregated de-identified student data in a number of ways: 



● to conduct internal analyses of the efficacy of our tools and services, including myANet, and 

identify opportunities for improving our work 

● to provide Network reports of student assessment results to Partners within the same ANet 
Network 

● for research and development purposes. This might include research analyzing the efficacy of 

myANet or development efforts related to our products and services. We may also conduct 
research using de-identified student data for studies focused on improving educational systems and 

student outcomes more generally.  While some of this research work is done internally, we may 
share de-identified student data with trusted third-party research partners as part of these 
research initiatives.  We always contractually restrict our research partners from attempting to 
re-identify de-identified student data. 

We Do Not Sell Student Data or Use the Data We Collect to Solicit Students  
We never sell student identifiable data or aggregated de-identified student data that is collected in myANet 
to third parties.  We also do not solicit any personally identifiable information directly from students.  

We Do Not Include Targeted Advertisements or Marketing in myANet 
We do not include any advertisements or marketing messages within myANet nor do we use any student or 
user data for targeted advertising or marketing. 

User Interactions 
myANet does not allow for any social interactions between student or educator users, and a person’s 
account is not accessible to other student users or third parties.  Therefore, there is no opportunity for 

cyberbullying within myANet.  However, educator users are able to add their own content to our Quiz Tool 
feature in myANet.  We do not monitor that content in any way and take no responsibility for the accuracy, 

content or professionalism of any such content.  Having said that, we will remove any user provided content 
from our Quiz Tool when we have been informed that such content breaches another party’s intellectual 
property rights or are requested to do so by school leadership.   

How We Protect the Data We Collect 
myANet is a cloud-based web application that is hosted by a third party at secure data centers in the United 

States.  We do not permit our service provider to store any student data outside the United States.  Our 
hosting provider has told us that they implement industry standard physical and cyber security measures 

such as anti-virus protection, intrusion detection, configuration control, monitoring and automated backups. 
We also conduct regular vulnerability testing of myANet, as well as engage third parties to conduct annual 
security audits, which includes penetration testing of myANet.  Following each third party audit, we work to 

implement all recommended security program changes and enhancements where practical and appropriate. 

We also manage and secure all ANet employee laptops that have access to myANet data.  All of our laptops 
are password protected, encrypted and centrally managed with respect to configuration updates and 
anti-virus protection.  All educator users’ myANet accounts are also required to be password protected.   

myANet is only accessible via https and all public network traffic is encrypted with the latest encryption 
standards.  All student data stored in myANet is encrypted at rest. 

We limit access to student-identifiable data and Partner data to those employees who need to have such 

access in order for us to provide our products and services.  All our employees and contractors sign 
confidentiality agreements with us to further protect student data.  Additionally, we train all employees 
about data security including requiring that all employees and contractors who have access to student data 



to participate in annual data security training.  When employees leave ANet, they are reminded of their 
confidentiality obligations and their access to myANet is terminated on their last day of work. 

We will remove all personally identifiable student and educator data from myANet when requested by a 
Partner.   

How Data Can be Corrected and/or Removed from myANet 

Parents of student users of myANet may request correction or removal of their child’s personally 

identifiable data from myANet by contacting their child’s teacher or school ANet contact. The teacher or 
school ANet contact can then verify the identity of the requesting party and notify us of the request. 

Removal of such information will limit or prevent the student from being able to use myANet. 
 
What We Will Do If There is a Data Security Breach 

We follow our Security Incident Policy when we believe personally identifiable information has been 
accessed by unauthorized parties, also known as a data security breach.  In the event of a data security 

breach, we will notify impacted Partners as promptly as possible that a breach has occurred, and will inform 
them (to the extent known) what data has been compromised. We expect Partners to notify their users and 
parents of any such breach to the extent required, but will provide Partners reasonably requested 
assistance with such notifications. 

Changes to this Privacy Policy 
We will occasionally update this Privacy Policy. We reserve the right to edit, add, and remove portions of the 
policy at any time for any reason. Any changes to the policy will be posted to the website. The effective date 
of the privacy policy is posted at the top of the page.  

Contacting Us 
If you have any questions or concerns about our privacy policy, please feel free to contact us using the email 
address info@achievementnetwork.org.  

 


